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ABSTRACT

Deduplication is a function to effectively manage data and improve the efficiency of storage space. When the
deduplication is applied to the system, it makes it possible to efficiently use the storage space by dividing the stored file
into chunks and storing only unique chunk. However, the commercial digital forensic tool do not support the file system
analysis, and the original file extracted by the tool can not be executed or opened. Therefore, in this paper, we analyze the
process of generating chunks of data for a Windows Server 2012 system that can apply deduplication, and the structure of
the resulting file(Chunk Storage). We also analyzed the case where chunks that are not covered in the previous study are
compressed. Based on these results, we propose the method to collect deduplicated data and reconstruct the original file for
digital forensic investigation.
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05R91050 =3 Hash Value of Chunk 67 40 18 04 10 61 €2 63 17 @...abc.

05A91060 |00 FF FE 26 01 4D 5A 90 00 03 00 00 00 04 18 00 r~¥vs. HZ....“...
¥

05A91070 [FFFF 00700 B8 3800 0100 40 5C'00°07 00003'D8_)¥y...8... 8<....0

Fig. 9. Compression Flag of the Chunk Data
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Offset(n) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF

0  MONIBNO4NI0NGING2NE3ILTN00NEENEEN26N0L SDISANS0 @...abc..y¥s.MZ.

00 03 00 00 00 04 18 00 FF FF 00 00 B8 38 00 01

O 00 40 3C 00 07 00 03 D8 18 00 OE 1F BA OE 00 B4 .
00000030 00 00 00 00 09 CD 21 B8 Ol 4C CD 21 54 68 69 73

00000040 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F 74 20 program cannot

00000050 62 65 be

gt

Offset(n) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

00000000 6627637 611621631616263/61162/63/61162/63761 abcabcabcabcabca
00000010 62 63 61 62 63 61 62 63 61 62 63 61 62 63 61 62 bcabcabcabcabcab
00000020 63 61 62 63 61 62 63 61 62 63 61 62 63 61 62 63 cabcabcabcabcabc
00000030 61 62 63 61 62 63 61 62 63 61 62 63 61 62 63 61 abcabcabcabcabca
00000040 62 63 61 62 63 61 62 63 61 62 63 61 62 63 61 62 bcabcabcabcabcab
00000050 €3 61 62 63 61 62 63 61 62 63 61 62 63 61 62 63 cabcabcabcabcabe

60 63 61 62 63 61 62 63 61 62 63 61 62 63 61 abcabcabcabcabca
61 62 63 61 62 63 61 62 63 61 62 63 61 62 bcabcabcabcabcab

00000130 ©3 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00
00000140 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 .
00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .
00000160 00 00 00 00 00 00 00 00 D8 00 00 00 OE 1F BA OE .
00000170 00 B4 09 CD 21 B8 01 4C CD 21 54 68 69 73 20 70

Fig. 10. Plain LZ77 Decompression Example of

the Compressed Chunk data
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62 63 61 62 63 61 62 63 61 62 63 61 62 63 cabcabcabcabcabc
63 61 62 63 61 62 63 61 62 63 61 62 63 61 abcabcabcabcabca

0 61 62 63 61 62 63 61 62 63 61 62 63 61 62 bcabcabcabcabcab
000000B0 €3 61 62 63 61 62 63 61 62 63 61 62 63 61 62 63 cabcabcabcabcabc
000000CO 61 62 63 61 62 63 61 62 63 61 62 63 61 62 63 61 abcabcabcabcabca
000000D0 62 63 61 62 63 61 62 63 61 62 63 61 62 63 61 62 bcabcabcabcabcab
000000OEO 63 61 62 63 61 62 63 61 62 63 61 62 63 61 62 63 cabcabcabcabcabe
000000F0 61 62 63 61 62 63 61 62 63 61 62 63 61 62 63 61 abcabcabcabcabca
00000100 62 63 61 62 63 61 62 63 61 62 63 61 62 63 61 62 bcabcabcabcabcab
00000110 63 61 62 63 61 62 63 61 62 63 61 62 63 61 62 63 cabcabcabcabcabe
00000120 61 62 63 61 62 63 61 62 63 61 62 63 4D SAS000 abcabcabcabcMZ. .
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Fig. 11. Flow Chart of the Process to Collect
Deduplicated Data



1380 =g An 20129014 Ellole] S5 A7 7)5e] A48 gl B el A7 AT

02 A% $MFT stds}t Dedup Edwt
FAlE, B4 oA 7 dolEE 317 o

%9
ol £ Tl 8% A7HE BEE 5 oot
4.2 32 H7 HolE S8 Wy

B Aol F5 A shlo i delEE &
Ak dXI 47‘“’1] gk daeES Fig.12.2 A
Algket 3 A4 38 SMFT9 ‘Dedup’
Zoi7h l—%% el o dlelgfolrt. AAZE 4l

A FgEw dolEle 5 AA=
=3 B4y gelolt}, H8 A mkd EF
e SMFT st BAJste] At A
ol &, A, I =], AA

| Analyze the SMFT file
et G~
deduohcfted files
—>| Targeting idedup file :—|7/deL¢|jSutpo;e

| Analyze the MFT Entry |

| Access the Stream File |

€cK the Has| Team
Number

Acquire a setof
Hash Streams

Analysis to next
Hash Stream

Create a new
restore file

| Access the Data File

Check Three Values
Related to the Chunk

| Acquire the Chunk |

Append the Chunk fo |
the restore file

Restored file

Fig. 12. Flow Chart of the Process to Restore
Deduplicated File
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Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF
00000000 43 6B €8 72 01 03 03 Ol 44 00 00 00 48 Ol 00 00 Ckhr....D...H...
o 0 02 00 38 00 08 00 00 00 08 00 00 00 08 00 00 00 8

0020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0030 00 00 00 00 00 00 00 00 27 OD 88 FA FF 7F 3F CB
0040 13 35 2C CO OD BO 92 2C E1 FO D1 D2 3C EF 37 0D
0050 F2 89 9E 19 6F SA C7 B9 16 19 12 B2 83 43 1C 01
0060 F1 DE OC C6 99 33 9C 26 53 6D 61 70 Ol 04 04 01
54762760700 0D 00 00 00 70 C8 B3 0279176666 00
17 DO 00 00 00 00 00 00 7B D5 98 DC BD OD 2E 66
58 CF 71 48 88 65 1C 45 B7 88 Al 9B €6 61 DB 67
DB 4C F8 49 SA 2C 78 D1 17 DO 00 00 00 00 00 00
55 02 00 00 OD 00 00 00 EO 98 B4 02 01 00 00 00

oZA. -
A_’-"Sm&Sn‘ap

Stream 1+

€3 52 01 00 00 00 00 00 FS OF 88 A3 20 30 B9 DF;
2D €3 44 35 12 1F 83 E4 20 E€ 4D Al 27 56 5B C7
CA 54 09 33 SF SD 1A F8 4C 82 00 00 00 00 00 00i £ -3_
56762700 00 OD 00 00 00 8 18 BS 02 01 00 00 GO
7D 9F 02 00 00 00 00 00 €A AD 6E D6 Fé 39 F2 29i }¥..
1B 50 FB 8B B4 B4 BF 6C 8B 3A 93 48 FB BE 2B D6 .Pa
92 E1 6F 96 75 85 EF 7E 1A 4D 01 00 00 00 00 00! ’&0-u.i
T T NG T - T
49 A3 03 00 00 00 00 00 41 F1 BD E1 E8 43 19 40
65 SD Bl 32 1F B4 39 BB 94 CO SF 28 B9 EA 38 0C;
ica 35 70 C3 35 B8 1E D9 CC 03 01 00 00 00 00 00
58702706 06 0D 00 00 00 38 €D B7 02 01 00 00 00 e
7D 56 05 00 00 00 00 00 75 7A 7A 3C E7 A2 B9 DC} }V...... uzz<go u
75 DE 01 83 26 C9 D4 2E A4 OC 74 A2 87 CO 3A AR} ub.fsEO.n.vosh:
B9.52.68.99.42.CF.$3.G8.34.83.01.00 00 0000 00§ *Rk™BIsE4>...... )

Stream 2

Stream 3

Stream 4

Stream 5

Fig. 13. The Hash Stream Example of a
Deduplicated file
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Table 1. MD5 Chunk Hash Value Comparison
Between Original and Restored

Original Restored

C}zu.nk,l 41146331¢5086fe5 | 41146331¢5086fe5
oxDo1n) | €40ab6c83ed68d4f | e40abbeB3ed68d4f
xD017)

C}gu.nk, 2 | 2206790d74a1b640 | aa06790d74a1b640
oxgnac) | dab40559e6b647d4 | dabd0559e6b647d4
x824C)

C}(l;?f?’ 28690d£c0328¢21f | a8690dfc0328c21f

oo | 1d86383dd9af12a | 1d86d383dd9af12a

C};;I;f 4 | 2d7a5d92bd3ed928| ad7a5d92bd3ed928

oz’ | 50026e4cdd1b6a69 | 5002fe4c9d1b6a69

Cl(mnk5 fd1de2934082a0c | fd1de2934£082a0c
0xipass | [76e5df2a836a2dc | fT6e5df2a836a2dc

Table 2. Hash Value Comparison

MD5 SHA1

Original [2235165855ch114b| f1f14ce19a2e20cc457¢
File [7094e62b5426caebla3ab257f80aab7826f1c

Restored|2235165855¢b114b| f1fl4cel9a2e20cc457c
File [7094e62b5426caebla3ab257f80aab7826f1c
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